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Background 

• Health systems internationally struggling to meet patient 
health, information, educational and support needs 

• A third of US physicians have recommended an app to a 
patient in the past year 

• Poor information privacy practices have been identified in 
health apps as well as apps which do not do what they say  

• Unwanted disclosures of medical information prompt 
understandable concerns about impacts on relationships, 
health insurance and employment 

 





Why app accreditation? 

•Provide clinical assurances about quality and 
safety 

•Foster trust 

•Promote app adoption by patients and 
professionals 



Making apps transform healthcare 
Can one succeed by being unregulated in a regulated industry? 

 



Can apps help people with asthma? 

• Between 2011 and 2013, numbers of asthma apps more than 
doubled from 93 to 191, despite withdrawal of 25% (n = 23/93) of 
existing apps.  

• No improvement in two years 

• 13% (n = 19/147) of all apps, and 39% (n = 9/23) of those intended to 
manage acute asthma, recommended self-care procedures 
unsupported by evidence.  

• the proportion consistent with guidelines (17%, n = 4/23) and inhaler 
instructions (25%, n = 3/12), respectively, was low  

• most apps provided only either basic information about asthma (50%, 
n = 75/147) or simple diary functions (24%, n = 36/147). 



• Persisting questions about clinical quality and safety 

• Dynamic aspects of app turnover and feature evolution 
affect the suitability of asthma apps for use in routine care 

• It is unclear if clinical benefits can be realized from a 
landscape dominated by low quality generic information 
apps and tools that do not adhere to best medical practice. 

 



Can an app help patients manage  
insulin dose? 

 





Many dangerous 
• 44/46 (95%) apps had issues affecting data input.  

• 14/46  (30%) apps listed the formula used to suggest an insulin 
dose. 

• 42/46 (91%) apps did not apply validation to all numeric inputs 

• 22/46 (48%) of apps used ambiguous terminology to label and 
describe inputs 

• 31/46 (67%) of all apps, risked displaying an incorrect or 
inappropriate result despite inputs being configured correctly 

• 22/46 (48%) apps violated basic clinical assumptions 

• Only one app, was issue-free 





Methods 

• Cross-sectional, systematic assessment of 79 apps certified 
as clinically safe and trustworthy by the UK NHS Health Apps 
Library 

• Protocol-based testing was used to characterize personal 
information collection, local-device storage and information 
transmission. 

• Observed information handling practices were compared 
against privacy policy commitments 



A man-in-the-middle attack is able to intercept network traffic sent by a mobile app in a 
way that is invisible to users and services 



Findings 

• 66 % of apps sending identifying information over the 
Internet did not use encryption 

• 29 % of all apps sent strong identifying information without 
encryption, including email addresses, account login details, 
full name or date of birth 

• Half of apps transmitting user account details sent 
usernames and passwords unencrypted 

• 17 % sent information to advertisers or marketers directly 

 



• We found examples of complete personal datasets, including 
name, date of birth and contact details, sent as plain text 

• Two apps had critical vulnerabilities which permitted access 
to user information, including information belonging to other 
users, without authorization 

• The first did not implement any form of access control, and 
the second was susceptible to SQL injection, a type of attack 
that manipulates queries sent to a database 

• No association was found between payment model or 
platform and the transmission of personal information. 

 



Lessons learned 

• Accreditation should ensure compliance with industry-
standard levels of encryption and authentication 

• Regulators should consider establishing standards for 
accreditation processes, and be ready to intervene if 
accreditation programs cannot manage risks effectively. 

• If patients or the public are deterred from using apps 
because of questions of trust, then the potential clinical 
benefits of mobile health will not be realized 



Users cannot assess apps 

Because users cannot see into the inner workings of apps, or 
the services they connect to, confidence that personal 
information is handled appropriately relies mostly on trust: 

• in the ethical operation of app services  

• developers will comply with privacy regulation and security-
best practices,  

• app marketplaces and regulators will intervene, if necessary, 
to safeguard user interests 



Lessons learned 

• Systematic gaps in compliance with data protection 
principles in accredited health apps question whether 
certification programs relying on developer disclosures can 
provide a trusted resource for patients and clinicians 

• Accreditation programs should  
• as a minimum, provide consistent and reliable warnings about 

possible threats  

• ideally, require publishers to rectify vulnerabilities before apps are 
released 



Instead of conclusion 

• We need coordinated quality assurance processes that can 
adapt to changing clinical and information governance-related 
risks, ensure compliance with the evidence base and reflect 
local variations in clinical practice.  

 

•Urban myth 1: building a health app is as easy as a pie 

 

•Urban myth 2: building a health app is as cheap as chips 
 



Where are we now? 

• The biggest challenge: scalability 

 

• The biggest threat: soft factors 

 

• The biggest opportunity: R&D 

 



The dogmas of the quiet past are inadequate to the 
stormy present. The occasion is piled high with 
difficulty, and we must rise with the occasion. As our 
case is new, so we must think anew and act anew. 

Abraham Lincoln 


